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GLOSSARY

AMLD4
AFM
AML
CcbD
DNB
DNFBP
FATF
FATCA
FI
FIOD
FIU
MLA
NRA
oM
PEP
UBO
WFT
WODC
WTT
WWFT

4" Anti-Money Laundering Directive of the European Parliament and Council
Netherlands’ Authority for Financial Markets (Autoriteit Financiéle Markten)
Anti-Money Laundering

Customer Due Diligence

The Dutch Central Bank (De Nederlandsche Bank)

Designated Non-Financial Businesses and Profession

Financial Action Task Force

United States Foreign Account Tax Compliance Act

Financial Institution

Fiscal Information and Investigation Service (Fiscale Inlichtingen- en Opsporingsdienst)
Financial Intelligence Unit

Mutual Legal Assistance

National Risk Assessment

Dutch Public Prosecutor’s Office (Openbaar Ministerie)

Politically Exposed Person

Ultimate Beneficial Owner or Ultimate Beneficial Ownership as may be the case
Financial Supervision Act (Wet financieel toezicht)

Scientific Research and Documentation Centre (Wetenschappelijk onderzoek- en documentatiecentrum)
Act on the Supervision of Trust Service Providers (Wet toezicht trustkantoren)

Money Laundering and Terrorist Financing Prevention Act (Wet ter voorkoming van witwassen en financieren
van terrorisme)
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INTRODUCTION

Global schemes of money laundering and tax avoidance via complex legal, fiscal and company constructions have existed
for many decades. However, when the biggest data leak in history — the Panama Papers — was revealed in April 2016, it
became clear to the world the extent to which these shady activities had been taking place and are presently ongoing.
Importantly, the larger public is also starting to understand that it is not only criminals who use legal constructions and
arrangements to launder immense amounts of illegally obtained funds and other criminal means. It is also the rich and
powerful — the star football players and politicians, the dictators and democratically elected leaders — who consciously
choose to neglect their civic and legal duty to pay taxes by employing creative tricks offered by questionable advisors.

One of the essential tricks employed is to obscure and anonymize the identity of the natural person who pulls the strings
behind the scenes, the so-called ultimate beneficial owner (UBO).! UBO transparency is essential for ensuring that the
proceeds of corruption are not hidden and laundered through anonymous shell companies, trusts and other legal structures.
Moreover, it is essential to ensure that the same instruments and complex arrangements are not used to actively mislead
authorities around the world for the purpose of tax avoidance. Even though the revelations of the Panama Papers raised
significant awareness to these issues, the problems identified in this report are not new. A 2011 study by the Stolen Asset
Recovery Initiative (StAR) found that more than 70% of a group of 200 corrupt politicians used anonymous companies and
trusts to obscure their identities.? It has been pointed out since the publication of the Panama Papers that many of the
aforementioned activities are not illegal as such. However, if not illegal, why choose to hide behind anonymised and
complicated nominee structures and shell companies?

These practices result in immense losses of tax revenue for authorities, while honest tax payers must pick up the bill. The
wrongdoers are assisted by financial and legal service providers, such as the Panamanian Mossack Fonseca, which are more
focused on generating revenue than on respecting globally accepted standards of CDD measures and business integrity.
Nevertheless, most service providers show a sincere interest in fulfilling their gatekeeping role in the financial system. A
recent survey by the professional services firm EY revealed that 91% of respondents believe that it is important to know who
the UBO is of the entities with which they do business.? Not knowing who the natural person behind a customer is can carry
serious risks for service providers, including regulatory censure, financial penalties, and reputational damage. However, as
this report will demonstrate, these practitioners often encounter fundamental difficulties due to a global standard that has
not yet reached the mutual level of compliance with international standards of UBO transparency that it should have.

While there is an ever-growing international awareness of the importance of UBO transparency, including at the
Organisation for Economic Co-operation and Development (OECD), the Financial Action Task Force (FATF), G8, G20, and
at the EU level, more analysis is needed to understand the challenges and identify best practices for different national
contexts. This is especially important as new risks and concerns have arisen regarding the performance of key actors
responsible for the identification and verification of the UBO, as will be discussed in this report. Here, national parliaments
should play a role by investigating in a democratic way their own country’s shortcomings in the area of anti-money
laundering (AML). While national counterparts, including the Dutch parliament, are lagging behind, the European
Parliament's Committee of Inquiry into Money Laundering, Tax Avoidance, and Tax Evasion (PANA) set a good example
at the beginning of 2017, starting its fact-finding investigation by questioning representatives of the ‘butlers of money
laundering™: banks, law offices and accountancy firms.

1 AUBO s the natural person who ultimately owns, controls or manages a legal entity, including those persons who pull the strings behind
complex legal and fiscal structures, make key decisions and reap the benefits. Often, UBOs choose to remain anonymous by concealing their
identity via complex legal and fiscal structures, including foreign shell companies and legal structures enhancing privacy, such as trusts.

2 TheWorld Bank, The Puppet Masters: How the Corrupt Use Legal Structures to Hide Stolen Assets and What to Do About it (Washington DC: the World Bank/
UNODC/Stolen Asset Recovery Initiative, 24 October 2011), https.//starworldbank.org/star/publication/puppet-masters (accessed 9 February 2017).

3 EY, 14th Global Fraud Survey 2016 (EY, 2016), p.6, http://www.ey.com/Publication/vwLUAssets/ey-global-fraud-survey-2016/$FILE/ey-global-
fraud-survey-final.pdf, (accessed 9 February 2017).

4 Transparency International Netherlands (TI-NL), Europees Parlement ondervraagt witwasbutlers (Amsterdam: TI-NL, 31 January 2017),
https://www.transparency.nl/nieuws/2017/01/europees-parlement-ondervraagt-witwasbutlers/ (accessed 9 February 2017).
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PURPOSE AND CONTENT

This project is funded by the European Commission and co-funded with the resources of Transparency International
Netherlands (TI-NL). It is carried out in the context of the transposition of the Fourth Anti-Money Laundering Directive
(AMLD4), which was enacted in 2015 and is currently being amended in the wake of the revelations of the Panama
Papers and the resulting public debates.

With this report, TI-NL contributes to a further analysis of UBO transparency. It will assess (i) the current and future regulation
regarding transparency of the ownership structures of companies and other legal entities in the Netherlands® and (i) the
regulations’effectiveness in practice.

Regularly assessing the Dutch AML framework and its effectiveness is important because of the position of the Netherlands
as one of the most important global financial hubs and service centres. The Netherlands hosts 12,000 special financial
institutions (SFls).° The Tax Justice Network has estimated that Dutch SFis are used by foreign companies to channel
4,000 billion euros through the Netherlands on a yearly basis. Additionally, 91 of the 100 largest multinationals have
Dutch SFis.” The Netherlands is vulnerable to money laundering due to its outsized role as regards international financial
flows and its relatively sizable financial sector, with a total banking assets to GDP ratio of 379% in 2014.8This vulnerability
calls for a strong and effective AML system, including regarding UBO transparency. This report evaluates the current
state, future plans and effectiveness in this area.

The first part consists of a technical evaluation, which focuses on an assessment of the current and future Dutch
legislative framework regarding UBO transparency (as of page 8). Following this technical assessment, the second part
analyses the effectiveness of the analysed legislation in practice (as of page 18). The G20 High Level Principles on Beneficial
Ownership Transparency? and the commonly known approach followed by the FATF recommendations'® serve as the
basis for the analyses."

The effectiveness evaluation is followed by three case studies (as of page 33), which will illustrate how a selection of the
identified shortcomings have materialised in practice in the past few years. While the first two cases examine the role of
financial service providers and trust service providers respectively, the third case is about a new development in this
area: the use and abuse of bitcoins and related AML and UBO risks.

Based on the foregoing, the report ends with a list of the most important recommendations based on the lessons learned
during the evaluations and case studies (see page 40).

5 The Kingdom of the Netherlands consists of the Netherlands itself and three Caribbean islands, namely Aruba, Curacao and St Maarten.
With the dissolution of the Netherlands Antilles in 2010, the three islands of Bonaire, St Eustatius and Saba became special municipalities
of the Netherlands. Curacao and Sint Maarten are responsible for their own national government and legislation. Dutch legislation will
gradually come to replace Antillean law on Bonaire, St Eustatius and Saba. See for more information the website of the Government of the
Netherlands regarding the new constitutional order: https://www.government.nl/topics/caribbean-parts-of-the-kingdom/contents/new-
constitutional-order (accessed 14 February 2017).

6  Special Financial Institutions are “Dutch companies or institutions, whose shares are directly or indirectly held by non-residents and are
mainly dealing with receiving funds from non-residents and channelling them to non-residents”. IMF, Special purpose entities and holding
companies (Washington DC: IMF, 2005). www.imf.org/external/pubs/ft/bop/2005/05-53.pdf (accessed 9 February 2017).

7 TaxJustice Network, Financial Secrecy Index: Narrative report on Netherlands (Chesham: Tax Justice Network, 2015). wwwi financialsecrecyindex.com/
PDF/Netherlands.pdf (accessed 9 February 2017).

8  See Helgi Analytics Library: www.helgilibrary.com/indicators/bank-assets-as-of-gdp (accessed 9 February 2017).

9  Stolen Asset Recovery Initiative (StAR), G20 High-Level Principles on Beneficial Ownership Transparency (StAR,2014), http://starworldbank.
org/star/sites/star/files/g20_high-level_principles_beneficial_ownership_transparency.pdf (accessed 9 February 2017).

10 Financial Action Task Force (FATF), International Standards on Combating Money Laundering and the Financing of Terrorism & Proliferation (Paris: FATF,
February 2012), http://www.fatf-gafi.org/publications/fatfrecommendations/documents/fatf-recommendations.html (accessed 9 February 2017).

11 Please refer to the part Methodology and Interviews at the end of the report for more details regarding the used methodology.
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This report shows that the Netherlands has a good understanding of general AML risks and a strong legal framework
regarding AML duties for professionals operating in the market, including UBO identification and verification. The legal
framework regarding regulatory supervision and related work by competent authorities is also well-developed, despite
certain criticisms regarding its effectiveness. Nevertheless, when it comes to specific UBO-related issues, the Netherlands'overall
current score in the technical evaluation is weak and the overall rating in the effectiveness evaluation is low-to-average.
This shows that the Netherlands lags behind in international comparison concerning several points of attention that are
essential for UBO transparency.

The somewhat disappointing results can, in summary, be explained by the following five factors:
(i) UBO transparency has not been given enough special attention in law, policies or practice yet, resulting in UBO
information and access thereto being fragmented and incidental;

(i) atthe date of writing, there is no UBO register and no central shareholders'register yet, and the future plans for such
registers are partially flawed;

(iii) the Dutch understanding and identification of specific current and future UBO-related risks is unsatisfactory, which
can be illustrated by the fact that the Dutch government has never conducted an integral national risk assessment
(NRA) regarding money laundering risks related to legal persons and arrangements, and that the plans for the first
NRA have certain shortcomings;

(iv) itis areality that foreign trusts have connections to the Netherlands, e.g. trustees or beneficiaries reside in or trust
assets are located in the Netherlands. Nevertheless, the Dutch government has hitherto refused to consider
including registration of foreign trusts in the legislative amendments that are supposed to implement AMLD4; and

(v) Dutch corporate law allows for the existence of bearer shares and Dutch trust service providers may act as nominee
directors for Dutch subsidiaries of foreign clients.

The future score shows that quite a significant improvement can be expected, which is due to the upcoming implementations
of AMLD4, including the introduction of a UBQO register, as well as the introduction of a central shareholders' register. In
addition, the Dutch Scientific Research and Documentation Centre (WODC) plans to publish the first NRA in 2017. It
remains to be seen whether these expected developments actually result in much-needed improvements regarding an
integral understanding of UBO transparency issues, related legislation and, importantly, effective implementation and
compliance with such regulatory framework in practice.

The results of this report and the recommendations that it makes should be considered by Dutch, European and international
lawmakers when shaping the current and upcoming legislative developments. This report is published at a time when
the first-ever integral NRA is being conducted and can contribute to its risk analysis regarding AML and UBQO related issues.
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TECHNICAL EVALUATION

The technical evaluation below assesses the current and future Dutch legislative framework regarding beneficial ownership
based on international standards regarding UBO transparency. It uses an international methodology based on the High-
Level Principles on Beneficial Ownership that were agreed upon by the members of the G20 and which were inspired
by the recommendations of the inter-governmental organisation FATE.* The FATF urges organisations to increase attention
and awareness, as well as risk analysis regarding opaque vehicles and structures and to ensure that accurate ownership
information is available to authorities.

On a scale of one (very weak) to five (very strong), the scores presented below are the result of a technical evaluation
questionnaire, which is attached to this report as an annex (page 45). The questionnaire was completed based on desk-
based research conducted by TI-NL and the results of consultations with (legal) professionals as well as representatives
from competent authorities. Please refer to the part on Methodology and Interviews below for more detailed information,
e.g. regarding the methodology behind the allocated score percentages (as of page 42).

Table 1 shows the overall scores of the current and expected future compliance of the Dutch legislative framework with
internationally accepted UBO transparency standards. Despite many positive developments in recent years concerning
anincreased general understanding and regulation of AML risks, the scores indicate that the Netherlands lags behind in
international comparison, specifically regarding UBO transparency. Concerning the analysis of future plans below, it is
important to note that not all legislative plans discussed in this report are finalized at the date of writing. Hence, the
actual future scores based on prospective laws might deviate from the future scores below.

CURRENT FUTURE

OVERALL 39% 62%

SCORE Weak Strong

Table 1: Overall adequacy of Dutch UBO transparency framework.

G20 PRINCIPLE 1: DEFENITION OF BENEFICIAL OWNERSHIP

Current State Future Plans

Score 63% (strong) Strong Strong

Despite certain flaws, the Netherlands'compliance with G20 Principle 1 regarding the definition of beneficial ownership
is strong.

The applicable Dutch legislation includes a clear definition of UBO. The Dutch Money Laundering and Terrorist Financing
Prevention Act (Wwft) stipulates that a UBO is the natural person who:

1. holds a share of more than 25% in the issued capital of a client;

2. can exercise more than 25% of the voting rights at a client’s general meeting of shareholders;

3. can exercise actual control over a client;

4. is the beneficiary of 25% or more of the assets of a customer or trust; or

5. has special control of 25% or more of the assets of a customer,

unless the customer is a company subject to disclosure requirements as referred to in EU Directive 2004/109/EC (transparency
directive) or disclosure requirements of an international organisation that are equivalent to that directive.™

The term client’ covers both natural and legal persons, with whom a financial institution (FI) or a designated non-
financial business and/or profession (DNFBP) enter into a business relationship or on whose behalf a legal transaction
is conducted. Also, Fls and DNFBPs must verify whether a client is acting on behalf of another person.’

The term ‘client’ covers persons acting as a trustee of a trust. If the client is a trustee or another party to a trust from a
foreign jurisdiction, a specific client due diligence requirement applies, which includes identifying the UBO of the trust.”®

StAR, G20 High-Level Principles on Beneficial Ownership Transparency.

FATF, International Standards of Combating Money Laundering and the Financing of Terrorism & Proliferation.
Article 1(1)(f) Anti-Money Laundering and Anti-Terrorist Financing Act (Wwft).

Article 3(2)(f) Wwft.

Article 3(3) Wwift.

a1~ W N
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Despite compliance with G20 Principle 1 being relatively strong, the score on UBO definition does not exceed 63%. This
is explained by the Wwft stipulating the 25% shareholding threshold indicated above. Such a threshold can easily be
exploited by persons looking to stay under the radar. For example, for more than four shareholders, the 25% threshold
does not apply. Consequently, in its directive amending AMLD4, the European Commission proposed in July 2016 to
lower this threshold to 10% with regard to entities which present a specific risk of being used for money laundering and
tax evasion.” In the future, a general lowering of the threshold to 10% to be applied to all companies, not only high-risk
ones, would be desirable. The FATCA also employs this threshold.'®

Future Score 63% (strong)

The aforementioned lowering of the threshold is not reflected in future legislative developments in the Netherlands,
resulting in no improvement regarding compliance with G20 Principle 1.

« The Dutch legislature followed up on AMLD4 and introduced an amendment to the Wwft partly implementing AMLDA4.
However, the Dutch legislative plans to implement AMLD4 for now only refer to the general UBO definition:
Ultimate beneficial owner: any natural person(s) who, to be determined by administrative requlation (algemene maatregel
van bestuur), ultimately owns or controls the customer and/or the natural person(s) on whose behalf a transaction or activity
is being conducted.”

It is uncertain and remains to be seen how the Dutch legislature will define the UBO term further by administrative regulation.

G20 PRINCIPLE 2: IDENTIFYING AND MITIGATING RISK

Score 29% (weak) s\;:elgl((ent State E;Jr;ur:'g Plans

The Netherlands currently shows a surprisingly weak compliance with G20 Principle 2 regarding the identification and
mitigation of risks in the framework of UBO transparency. This low score is explained by one major shortcoming in Dutch
compliance with this Principle.

The methodology used for the analysis of this report attaches great importance to questions relating to the existence
a centralised, effective and regularly conducted NRA.

The Dutch government has never conducted an NRA that includes an integrated assessment of the money laundering
risks related to legal persons and arrangements.

Future Score 79% (strong)

There have been plans to conduct and publish an integrated NRA since 2015 but this has been postponed several times.?

At the date of writing, public information regarding the plans for the NRA is limited to a summary of the methodology
that will be used.?" Publication of the first NRA is envisaged for 2017.2
Based on the published methodology summary, it seems that the study will include consultations with external
stakeholders, although it is unknown which and what kind of external stakeholders will be consulted. The results will
be made fully available and transparent.

17 European Commission, Proposal for the Amendment of the Fourth Anti-Money Laundering Directive 2015/849 (AMLD4), (Strasbourg:
European Commission, 5 July 2016), http://ec.europa.eu/justice/criminal/document/files/aml-directive_en.pdf (accessed 9 February 2017).

18 Foreign Account Tax Compliance Act (FATCA), https.//www.irs.gov/businesses/corporations/foreign-account-tax-compliance-act-fatca
(accessed 9 February 2017).

19 Article 1 Draft bill implementation AMLD4 (Concept wetsvoorstel implementatiewet vierde anti-witwasrichtlijn), https://www.internetconsultatie.nl/
implementatiewetvierdeantiwitwasrichtlijn (accessed 9 February 2017).

20 Dutch Ministry of Security and Justice, Letter of Parliament to Money-Laundering Report (Bestuurlijke reactie op het rapport over bestrijding witwassen),
(The Hague: 4 February 2014), p. 5, http//www.rekenkamer.nl/zoekresultaten?sortreversed=true&sortfield=score&{freetext=4787528&zoek-submit
= (accessed 9 February 2017) and Dutch House of Representatives, Parliamentary Papers, 2014-2015, 31 477, nr. 8, p. 2 https://zoek officielebek-
endmakingen.nl/dossier/31477/kst-31477-8?resultindex=17&sorttype=1&sortorder=4 (accessed 9 February 2017).

21 WODC, Verkenning Methoden en Data National Risk Assessment Witwassen en Terrorismefinanciering (The Hague: WODC, December 2016),
https://www.wodc.nl/onderzoeksdatabase/2689a-verkenning-methoden-en-data-national-risk-assessment-witwassen-en-terrorisme-
financiering.aspx (accessed 9 February 2017).

22 Dutch House of Representatives, Parliamentary Papers, 2016-2017,31477,n0.18,p. 11, https.//zoek officielebekendmakingen.nl/dossier/31477/
kst-31477-187resultindex=28&sorttype=18&sortorder=4 (accessed 9 February 2017).
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Despite the introduction of the NRA, even the future score illustrates certain shortcomings. These are to be found in the
methodology of this first NRA. For more details, please refer to the discussion regarding Outcome 1 below (page 19).

G20 PRINCIPLE 3:
ACQUIRING ACCURATE BENEFICIAL OWNERSHIP INFORMATION

Future Plans
Strong

Dutch compliance with G20 Principle 3 regarding the acquisition of accurate UBO information is very weak. This has
everything to do with the fact that the Dutch legal system currently does not treat UBO as a category of information as
such. The following factors play a role:
Applicable Dutch law does not yet require companies to maintain or disclose UBO information as such.
- Shareholders are not obliged to submit UBO information as such, or changes thereto, to the company.
Instead, the Netherlands has a company register administered by the Chamber of Commerce. Among other information,
this company register only includes information on a company’s shareholding when the company has a sole shareholder.
The shareholders'register, which Dutch law requires companies to maintain, is of an internal nature and not publicly
accessible.
Contrary to a corresponding shareholders'duty, Dutch law does not require UBOs to inform the company regarding
changes in share ownership.

These circumstances result in the current lack of maintenance of UBO information. Consequently, the ways of acquiring
this information are fragmented and incidental, explaining the very weak score.

Future Score 75% (strong)

The very low current score is expected to improve in the future. This can be concluded based on the legislative plans
and proposals regarding the Dutch implementation of AMLD4:
At the date of writing, a legislative proposal regarding a UBO register has only been outlined by the Dutch government
in the form of a letter to the Dutch House of Representatives.?® An actual draft bill has not yet been made public.
Also, at the date of writing, plans for a central shareholders'register were published in the form of a draft bill that was
sent to the Dutch House of Representatives in early 2017.

Itis important to note that, at the date of writing, it is not yet clear how the registers will eventually look like as the proposal
and draft bill respectively are still in the middle of the legislative process. This future score, as well as other future scores
that include the future introductions of the two registers must be read in this context.

However, judging from the legislative plans, it seems that the future registers will address some, but not all, of the main
concerns that are reflected in the low score. For a summary of the plans for the UBO and shareholders'register, see the
next paragraph regarding G20 Principle 4 on access to UBO information.

G20 PRINCIPLE 4: ACCESS TO BENEFICIAL OWNERSHIP INFORMATION

Score 28% (weak) \(,:vuerarﬁnt State E:Eu;s Plans

Compliance with G20 Principle 4 regarding access to UBO information by the Netherlands is currently weak.

As stated above, UBO information as such is not yet a category within the Dutch framework. The absence of a UBO register
entails the following shortcomings that explain this weak score:
At the date of writing, UBO information is incidental and is gathered mostly within the framework of CDD procedures
executed by Fls and DNFBPs, as well as via their reporting obligations to financial regulatory agencies.
Companies and other legal entities are not yet specifically obliged to gather and maintain UBO information as such.
This will change with the introduction of the future UBO register.

23 Dutch House of Representatives, Parliamentary Papers, 2015-2016,31 477, no. 10, https://zoek officielebekendmakingen.nl/dossier/31477/
kst-31477-107resultindex=15&sorttype=1&sortorder=4 (accessed 9 February 2017).
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There are currently no specifications regarding authorized access to UBO information (e.g. the timeframe of such access).
The existing company register is available online and is generally accessible to the public. Nevertheless, the information
included is limited (e.g. shareholder information is limited to sole shareholdings and does not include UBO information).
Also, accessing the information is subject to registration and a nominal fee, and there are some legal access obstacles
including firm privacy guarantees.

For a more detailed discussion of the current effectiveness of Dutch legislation regarding access to UBO information, see
below under Outcome 3 (page 25).
Future Score 69% (strong)

On the basis of the current legislative plans for the UBO register and the shareholders'register outlined below, it seems
that the introductions of the UBO register and central shareholders'register will help improve the score in the future.?

Outlined legislative plans for a UBO register based on the letter by the Minister to parliament:

+ Concerns Dutch private limited companies (besloten vennootschappen met beperkte aansprakelijkheid), public limited
companies (naamloze vennootschappen) with registered shares, foundations (stichtingen), associations (verenigingen)
and partnerships (personenvennootschappen).

+Linked to the UBO definition provided above, including shareholding threshold of 25% plus one share.

+ Public, openly-accessible register probably administered by the Dutch Chamber of Commerce (kamer van koophandel),
which also administers the existing company register.

+ Limited access to UBQO information (name, month and year of birth, nationality, country of residence and nature
and extent of economic interest of the UBO) in the form of extracts (PDFs) for everyone against a small fee and
upon registration; no open data format.

+ Fullaccess to UBO information (also date of birth, address, citizen service number, information regarding the verification
of the UBO, documents pertaining to the reasons for classification of the person as a UBO and the nature and extent
of economic interest of the UBO) for certain competent authorities and the Financial Intelligence Unit (FIU).

. Entities will be obliged to gather UBO information proactively, register UBO information, and update information
when changes occur; no specification regarding potential penalties for failure of reporting accurate information.

- Obliged entities mentioned in the Wwft and supervisory 