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Agenda

10.00 – 10.30 Registration
10.30 – 11.30 Investigating Corruption in the Media and Telecoms Industries


Transparency International Georgia:
o



OCCRP Smari McCarthy, Chief Technologist
o



Who owns Georgia’s media? Study of ownership of media outlets in Georgia

Who owns the internet? The Internet ownership project

Transparency International Hungary: Krisztina Papp
o

How Transparent are Global Telecommunications Companies? Transparency
in Corporate Reporting

11.30 – 12.00 Discussion
12.00 – 12.30 Introduction to the European Corruption Observatory Platform
Interactive session where the database will be showcased to the participants, they will be
invited discuss the practical aspects of the Observatory as a platform and monitoring tool
and provide feedback on improvements / additions to the tool.
12.30 – 2.00: Lunch

See Annex 1 for a list of participants

Co-funded by the Prevention of and Fight against Crime
Programme of the European Union

Introduction and welcome
Alison Coleman from Transparency International EU (TI EU) welcomed the participants and introduced
the topic for the workshop. Corruption is a transboundary issue in that it does not respect borders, which
in turn means that investigative journalists and civil society also need to cross borders to follow the
story. That is why TI EU created the European Corruption Observatory to bring together journalists and
anti-corruption campaigners – to encourage pan-European tracking of corruption related news and
foster awareness of corruption trends. The overall aim is to improve awareness of the transnational
dimension of corruption and to strengthen monitoring and detection capacities of the media, public
authorities and civil society around Europe. The key aim for today’s workshop is to look at corruption in
the telecoms and media industries from a national, regional and global perspective and from different
angles see how different actors investigate corruption and look for areas of cooperation.

“How Transparent are Global Telecommunications Companies? Transparency
in Corporate Reporting”
Krisztina Papp – Transparency International Hungary
Krisztina introduced the recent Transparency Report “Transparency in Corporate Reporting: Assessing
the World’s Largest Telecommunications Companies” which analyses the 35 largest telecoms
companies (service providers and equipment manufacturers).

The Transparency in Corporate

Reporting (TRAC) reports uses publicly available information to rank companies them based on their
reporting of the measures they take to prevent corruption, information about subsidiaries and holdings,
and key financial information including payments abroad.
The data for this report was collected in the second quarter of 2015, and the average result was only
65%. Key findings included:


European companies are the best performers, Asian companies the worst. Three companies
(Deutsche Telekom, Vodafone and Telenor) scored over 50 per cent in all three dimensions.



While there are anti-corruption programmes in place at most of the assessed companies, only
15 out of the 35 companies have a mechanism for regular monitoring of this programme. An
anti-corruption programme can only be applied effectively in practice if it is adequately and
regularly checked.



At management level, senior members of the management or board in the majority of the
companies (83 per cent) demonstrate support for anti-corruption measures. However, only half
of the assessed companies make it clear that the anti-corruption policy or the code of ethics
applies to their directors as well.



A number of telecoms companies have started to report their income and taxes on a countryby-country basis; however, community contributions, the amount of investments made and the
profit generated before tax are seldom reported country-by-country.

Key recommendations made by TI in the report included introducing strong anti-corruption laws, having
more comprehensive reporting and more regular monitoring.
Why are telecoms industries so prone to corruption? The telecoms industry is one marked by rapid
grown and improper risk assessments. Due to the large capital investment needed to break into new
markets the stakes are high. Also companies may only be allowed to take minority ownership in existing
major market players with no or limited delegation of key personnel and decision makers. There are
high incentives for corruption via large license fees, equipment contracts, and purchase of state
operators.
What should be done? Strong and coherent management systems are required to be adopted
groupwide. Also anti-corruption policies must be monitored on a regular basis and exhaustive anticorruption due diligence must be undertaken to avoid substantial regulatory and legal risks when
entering a market. There needs to be legally binding rules setting out transparency and accountability
requirements that are applicable to the telecommunication sector worldwide. And regulators must
require companies to apply strong anticorruption policies and more comprehensive and transparent
reporting systems, particularly of those companies bidding for spectrum licenses.
Transparency International has increased engagement with companies via the Telecom Integrity
Initiative which is a sector wide dialogue on anticorruption issues and exchanges best practice.

Who owns Georgia’s media? Study of ownership of media outlets in Georgia
Nino Robakidze, Transparency International Georgia
Nino explained that there are few media outlets but is considered to have a semi-free media. However
there is a trend of a worsening situation in the pre-election periods – politically interesting periods cause
increased political influence and many media outlets have close ties with the current government.
In the past there was unclear ownership of the media, accessing public information was difficult and
there as political pressure on the business sector. Since 2011 there has been positive changes. The
digital switchover process was successful, it’s easier to get licenses and there is better access to public
information.
The online media in Georgia is not regulated – ownership is not transparent unlike the ownership of
broadcasters. There is also no financial income disclosure and no obligation to disclose information
publicly about online media companies. This is worrying as the impact of online media is increasing. A
Russian NGO (Caucasian Cooperation) controls many of the media outlets in Georgia and is actively
pushing anti-western, homophobic and xenophobic agendas. This has had a visible impact on public

opinion and anti-western sentimentality along with an increased rise in homophobia. The funding for
these online media sites are often opaque with no advertisements on the site and some claiming not to
have any income at all.
There are no recommendations in place to regulate the online media however it must be noted that
strict regulations can be dangerous because they can actually create obstacles for unbiased media
organizations. Its also difficult to monitor these online medias sites as new websites are created
regularly and there is a perpetual cycle of re-branding. The advertising sector in Georgia is young and
have no knowledge of the risks of corruption they mostly look at the number of views per site and not
who owns the site or if it’s unbiased or producing propaganda.
Transparency International Georgia expects to see political contributions in the media sector to
skyrocket before the next election period due to is potential influence.

The Internet Ownership Project
Smari Mccarthy OCCRP and Tamas Bodoky, Atlatszo.hu
As the internet becomes more central to our lives, the question grows more urgent: who owns it? The
Internet Ownership Project examined the gatekeepers of information and communication technology
infrastructure across Eastern Europe. What was revealed were non-transparent businesses with
political ties?


Smari Mccarthy - Why should we care who owns the internet?

There are many reasons why we should care about who owns the internet including:
o

What interests Deutsche Telekom has for instance?

o

What are the business structures, who really owns the business?

o

Who decides which service should be available and convenient?

o

Why and how access to the internet is shut down? Who decides?

o

Network neutrality regulation has just come through the European Parliament – it is
very hard to track and monitor.

o

Issue of surveillance comes to the picture as well. Directive is still being implemented

o

The fact that law proves that the phenomena exists – it is possible to conduct a monitor.
Certain minorities, certain groups can be the target – it is a huge question of abuse.
Can activities of certain people be monitored to track down human trafficking for
instance

o

LEVEL 3 Networks – one of the 12 tier networks – anonymous network – can be
handed over to the government if necessary

o

Who is benefiting? Telecommunication is a profitable market. Organized crime groups
have a huge interest in it.

o

Pricing on SMS could be 40 % cheaper without the Telecommunications company
losing any money

o

Fueling extremist groups for instance is a characteristic of the system – with no
adequate proof of course

The Internet Ownership project revealed a lot of information including that in Romania 80% of
shareholders of the 144 telecommunication services are under some type of investigation (including for
fraud, bribery and mismanagement of public funds). In Moldova, the largest ISP, Moldtelecom, is whollystate owned with a 60 to 65 percent market share. The company’s ex-general manager is now ViceMinister of the Economy, Vitalie Iurcu, a member of Moldovan oligarch Vlad Plahotniuc’s business
association. While in Ukraine the largest telecom company, Ukrtelecom, is controlled by the country’s
wealthiest businessman Rinat Akhmetov, once mentioned by police as the leader of an organized crime
gang.



Tamas Bodoky – the situation in Hungary

Hungary had a relatively underdeveloped telecommunications market until 2002, when it was fully
liberalised. The country's telecommunications sector attracted a number of international investors such
as Deutsche Telekom, Vodafone, Telenor and UPC, which have considerably improved telecom
infrastructure, providing effective competition and expanding coverage and quality of offered services,
while buying up or simply forcing out of business several smaller local ISPs, cable operators and telcos.
Now 80% of the market falls into the hands of 4 companies, Telekom, Digi, Invitel and small ICP with
local ownership. The market leader is Magyar Telekom a subsidiary of (Deutsche Telekom).
In December 2011 the U.S. Securities and Exchange Commission charged Magyar Telekom and three
of its former top executives with bribing government and political party officials in Macedonia and
Montenegro to win business and shut out competition in the telecommunications industry. Magyar
Telekom's parent company Deutsche Telekom AG was also charged with violations of the Foreign
Corrupt Practices Act. The two companies paid $95 million alltogether to settle FCPA offenses.
Magyar Telekom has also bent under from the Hungarian Government. The Origo.hu online news
portal, owned by Magyar Telekom was one of Hungary’s most widely read and reputable news sites
that operated relatively free from political pressure. That was until an investigative journalist of Origo
filed a lawsuit for more data on some suspicious hotel expenses of a government politician he was
denied to access. After the forced resignation of the Editor in Chief of Origo in 2014, most of the staff
left, leaving the outlet struggling to re-establish itself on the domestic media landscape.
One of the key issues is surveillance and it is happening here in Hungary and there is proof of it. IN
2013 the Hungarian government was among the users of Finfisher, a surveillance software package
used by oppressive regimes, according to Citizenlab, a University of Toronto research unit and a
recently published Wikileaks document. The software package is undetectable even for sophisticated
antivirus programs and enables users to access literally all of an individual’s personal data, including

emails, computer files and internet-based phone calls. The . Government did not react nor did it deny
these allegations. Then In 2014 a hacker attack against the servers of surveillance specialist Gamma
International confirmed what was already suspected: the Hungarian secret service is on the list of clients
for the firm’s Finfisher program, a spy software commonly used in oppressive regimes to monitor
political opponents and NGOs.

Introduction to the European Corruption Observatory
Alison Coleman Transparency International EU

Alison shortly introduced the European Corruption Observotory and the aims of the project..
This was mostly an an interactive session where the database was showcased to the
participants, they were invited to discuss the practical aspects of the Observatory as a platform
and monitoring tool and provide feedback on improvements or additions to the tool.

See Annex 2 for the presentations
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